government
connect

\
U

v
GCSX: Future Opportunities for Police

How Government Connect aligns with National Police agendas

Nationally, Police forces are currently developing new information sharing agreements in line with the Association of Chief Police
Officers (ACPO) and the National Police Improvement Agency (NPIA) Manual of Guidance of Police Information (MoPl). This
guidance was created following the Soham murders and the subsequent Bichard Enquiry . Full compliance with these standards
is required by 2010.

The Police recognise the need to share information with key partners such as local authorities, Primary Care Trusts (PCTs) and
Social Housing Providers in order to improve service delivery to the citizens they serve and protect.
Other Agendas which Government Connect supports:

The Magee review of Criminality information
Walport/Thomas data sharing review

Every Child Matters

Multi-Agency Public Protection Arrangements (MAPPA)

“Ultimately this is all about ensuring that frontline staff have access to the information they need, when they need it, to make
difficult decisions relevant to public protection” - Home Secretary in response to the Magee review of cr  iminality information
July 2008

This document describes how Government Connect Secu re Extranet (GCSX) could underpin service improve-
ments for the Police by providing a secure, quick a  nd effective channel for sending and receiving info rmation to
and from local authorities

Government Connect is a pan-government programme led by the Department for Work & Pensions (DWP). It provides an
accredited and secure network between central and local government in England and Wales. The network is known as GCSX
(Government Connect Secure Extranet). GCSX is part of the wider Government Secure Intranet (GSi) and provides connectivity
to nearly all central government departments and provides the police with a secure channel for sending and receiving information
to and from local authorities. The majority of local authorities are live on GCSX and all authorities will be live by October 2009
(you can see who is connected to the GSi via GCSX, GSI, GSX or GSE by visiting www.gsi.gov.uk/whoisonthegsi. Alternatively
you can find out if your own local au-
thority is con- 1 he Government Secure Intranet pathway for local nected by emailing
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A |aCk_ Qf a secure email “Government Connect scheme will be very beneficial for my
communications channel and lack of department. For Bichard 7 local authorities must contact the
access to a common information store Information Research Bureau for a PNC record to be created on
has meant the police and local persons they are prosecuting. Government Connect will allow us to

exchange our information securely and quickly which we struggle to

authorities have suffered difficulties in ”
do at the moment

sharing valuable information and
intelligence. In the past, organisations Alan Penny D/Inspector, Information Research Bureau,
have sent large quantities of sensitive Thames Valley

information via non secure methods
or using costly methods such as
courier or face to face meetings.

Chart shows data exchange of RESTRICTED and PROTECT
data between a local authority and its external partners —

The situation has resulted in resource based on the Local Government Service List (LGSL)
intensive activities for all

organisations and duplicate
investigative activities.

Some key areas where the Police

work along side local authorities =
include:
[
Targeting anti-social =
behaviour - v
Trading Standards | #$
%
Civil Contingencies "é
Child Protection
Domestic Abuse
Community Safety
Sharing crime .
statistics and trends —
enabling the
[ |
development of
cross-boundary
strategic plans =
= | n
“The police advise regulatory bodies and ] #$
employers of crimes committed by individuals %
in specified employments under the Home &
Office Notifiable Occupations Scheme. These =
are currently sent by post. This would be
quicker and more effective if the police could
send notifications to a secure generic e-mail
address within the regulatory body or em-
ployer, so that prompt action can be taken.”
Andy Bird, Head of Good Practice - Risk, The data above is derived from extensive surveys conducted by the Devon
Criminality Information Unit, Partnership 2005 & ongoing Government Connect studies.
Home Office

Continue to page 3 ...
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Closer working facilitated
by GCSX within Devon &
Cornwall

The Devon & Cornwall Constabulary
have worked closely with Children’s
Services and Trading Standards
teams within the region to improve
the way in which information and
intelligence is shared.

The introduction of GCSX
connectivity across local authorities
has enabled the Torbay Police Child
Protection team to begin exchanging
sensitive and RESTRICTED
information electronically with local
authorities securely within a trusted
environment. In doing so they have
been able to move away from paper
based information sharing and
storage and reduce the duplication
of effort, costs and resources
required to share information
effectively.

Devon & Cornwall Police now
electronically share intelligence data
with Devon Trading Standards
Special Investigation Unit, which has
improved their ability to facilitate joint
operations to safeguard members of
the public.

The ability to share information
securely with GCSX connected local
authorities has enabled Police
Emergency Planners across the
county to co-ordinate activities
securely, enabling enhanced joint
working in response to civil
contingencies.
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“The Devon & Cornwall Constabulary is committed to working with
partner agencies to jointly tackle issues relating to policing, crime and
anti-social behaviour. The Force will work with partners, to ensure

that appropriate information can be shared effectively and securely and
that information will be made available to partners in the least intrusive
format.

The Constabulary sees the opportunity to use the Gov Connect secure
network to share appropriate information with partners in areas such as
Child and Public Protection, Trading Standards and Contingency
Planning, as key to supporting this commitment, and ensuring that the
force continues to meets to Government's requirement for effective and
secure information Sharing.”

John Ellis - Head of Information Management - June 2009
Devon & Cornwall Constabulary

GCSX Benefits

Simpler, easier transfer of information
GCSX facilitated a simpler transfer of information between the Police and
Trading Standards.
Benefits include:
Information sharing has increased by a factor of 17% (See
Trading Standards Case Study)
Improved intelligence sharing and partnership working
Ability to securely share information with multiple government
departments and agencies via a single channel

Cheaper, money saving approach to transferring info rmation

GCSX provided a cheaper method of transferring information:
Reduction in amount of money spent on courier/postal services
Reduction in time wasted sharing data in face to face activities or
by double handling information sent via telecom /fax

Safer, more secure transfer of information
GCSX facilitated the secure transfer of information from one organisation
to another.
Benefits include:
Improved information security
Increased compliance with Data Handling Guidelines and the Data
Protection Act

Speedier transfer of information
GCSKX facilitated faster electronic transfer of information between two
organisations.
Benefits include:
Timelier intelligence sharing and improved ability to safeguard vul-
nerable adults and children

"The Government Connect Programme has provided a secure communication network for agencies involved in the Criminal Justice
System. This revelation has enabled the efficient electronic exchange of information and data that better supports the investigation
and prevention of crime, protection of the public and the effective delivery of justice."

Cl Steve Torr, Head of Criminal Justice Support, Dev  on & Cornwall Constabulary .

Continue to page 4 ...
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Other examples of how GCSX can support Police and | ocal authorities to work
in closer partnership

In the future GCSX could support secure Police access to community based local authority staff to provide
intelligence and data on crime hotspots and incidents.

Securely share information on potential offenders for risk assessment and intelligence purposes - crime
statistics, information on anti-social behaviour, common GIS datasets etc.

Secure communications forms closer working ties, cooperation and increased efficiency of service in dealing
with local authorities in conjunction with MAPPA.

Secure joint working on:

Anti social behaviour initiatives

Community safety projects

Regulatory services

Child protection and domestic abuse

Crime prevention

Civil contingencies

eCAF

Providing support for vulnerable adults e.g. homeless, elderly
Road safety/enforcement

Youth Justice/vandalism/truancy/gang & knife initiatives
Case preparation — the exchange of legal documentation and witness statements and CCTV
footage

Out of hours referrals

Exchange of missing person details

Street Cleaners- providing evidence of drug & alcohol abuse
Traffic wardens with access to the stolen vehicles register

Refuse workers reporting on suspect disposals

For further information about Government Connect co ntact the team at 0845 838 2945 or by email at
gc.info@dwp.gsi.gov.uk

www.govconnect.gov.uk
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