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GCSX: Future Opportunities for Civil Contingencies & Emergency Planners

This document describes how GCSX could underpin service improvements for organisations involved in the provision of
civil contingency by enabling a secure, quick and effective channel for sending and receiving information in real-time.

Recent events in the South West, such as the grounding of “MV Napoli” off the East Devon coast, the flooding in Boscastle
and Ottery St Mary and the constant challenges inherent in ensuring the Isles of Scilly are not isolated in the event of an
emergency, have demonstrated the need for a standard and secure approach for organisations to collectively respond to
emergencies.

The South West Resilience Forum are identifying information sharing requirements at a regional level with civil contingency
partners. They consider GCSX to be a major enabler in the establishment of improved information sharing arrangements,
vital for ensuring responsive and robust civil contingency arrangements.

GCSX provides secure IT connectivity between local authorities, between local authorities and central government
departments and between local authorities and other key delivery partners such as the NHS and Police. It supports the
Transformation Agenda and integrated, citizen-centric service provision by enabling information to be captured once and
transferred securely and quickly across organisations.

The Government Secure Intranet for Civil Contingenc les &
Emergency Planners
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Along with child protection, civil
contingencies & emergency planning
data is one of the most sensitive
datasets that a local authority holds. Its
transmission and storage is a priority for
local authorities.

Civil contingencies and emergency
planning is reliant upon efficient and
speedy responses from a number of
partner organisations such as the Police
and Fire & Rescue. The lack of a secure
email communications channel and an
inability to access a secure common
information store has meant that local
authorities have experienced difficulties
in sharing valuable information. This in
turn has reduced the speed and
efficiency by which they can plan for and
react to emergency situations.

In the past, organisations have sent
large quantities of sensitive information
via non secure methods or by using
costly methods such as courier, fax or
face to face meetings. GCSX provides a
secure, reliable and robust platform with
which to exchange secure data with
partner organisations allowing for:

Real-time communications in an
emergency situation

An effective alternative to costly
and time consuming face to face
meetings

Enhanced security in the
exchange of data

Increased compliance with LGA
Data Handling Guidelines and the
Data Protection Act

The Devon ePartnership (consisting of
Devon County Council, Plymouth &
Torbay Unitaries and East Devon, Mid
Devon, North Devon, West Devon,
Exeter, South Hams, Teignbridge,
Torridge District Councils) and the
Council of the Isles of Scilly have
initiated a project, called the South West
Resilience Forum GCSX pilot. The
project is led by Plymouth Council and
will focus on improving the planning,
response and research into civil
contingencies and emergency planning.
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The South West Resilience Forum GCSX Pilot aims to deliver a
modernised infrastructure which supports the most efficient and
effective means of responding to emergences and civil contingencies.
The pilot has three strands:

To host the Local Resilience Forum (LRF) planning website on a
secure, private network (within GCSX) and then to enable secure
access to the LRF planning website for all LRF members.

To provide secure working communications to local authority
personnel within the scope of civil contingencies and look at the
possibility of providing onward communications for other partners
such as utility companies and voluntary aid agencies, thus
enabling communications between members of the LRF at an
operational level. The project will investigate the feasibility of real
time messaging through a GSi hosted IM platform, read only
access to the operational logs, desktop and application sharing
and the automatic routing of messages from Central Government
to Category 1 responders.

To investigate the feasibility of utilising both Voice over Internet
Protocol (VOIP) and Video over GCSX thereby stopping the
need for face-to-face exchanges of sensitive information. The
project will test whether GCSX could be a resilient network in
times of stress or failure of conventional communications.
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GCSX on the Isles of Scilly

Ever since Marconi heard his
radio signals from the telegraph
tower on St.Mary’'s in 1898 the
Isles of Scilly has recognised the
value of timely and accurate
information sharing.

One of the key building blocks for
an effective response to
emergencies is the ability to
communicate with partner
agencies. Communication
underpins Command & Control
arrangements when responding
to emergencies and with America
being the closest land to the West
the ability to communicate with
UK mainland supporting agencies
in the event of a major incident in
or around the Islands is of critical
importance.

The ability to discuss and share
information over a secure network
enables efficiency in the planning
and preparatory stages of Civil
Contingency work. The
introduction of GCSX will provide
greater resilience for the Isles of
Scilly’s Local Resilience
Forum-wide community

‘Resilient secure communication networks are invaluable in
supporting category 1 and 2 responder’s discharge their duties under
the Civil Contingencies Act 2004’

Inspector Fraser Roe, Devon &Cornwall Police, Civil
Contingencies lead Contingency & Operations Plannin g

‘GCSX is to be welcomed in adding
not only another communication layer
by building further resilience, but
specifically one that allows the secure
exchange of RESTRICTED data’

Neville Cannon - Chair of the South
West Local Resilience Forum
Secure Telecoms Board

GCSX Benefits for Civil Contingencies &
Emergency Planners

Simpler, easier and more cost effective transfer of information
GCSX will enable a more effective and cost efficient civil
contingency network with the ability to react quicker and with
greater communication resilience.

GCSX will largely eradicate the need to use fax, courier or post as
a means to exchange secure data between civil contingency
partners.

GCSX will modernise the infrastructure and enable near real-time
communications in an emergency situation and an effective
alternative to costly and time consuming face-to-face meetings

Catalyst to investigate new ways of working

GCSX will provide secure communication to all civil contingency
members which will lead to research into new ways of working that
will focus on delivering greater flexibility, security and efficiencies.

GCSX does not use conventional commercial data centres
thereby allowing communications routed via GCSX to remain
operational when other conventional communication methods are
unavailable due to inundation or failure

The potential use of Voice over Internet Protocol (VolP),
messaging and video over a secure network would reduce travel
cost for meetings and reporting and allow real-time
communications between partners.
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South West Resilience Forum GCSX Pilot

Delivery Approach and Outline Timetable

Current Estimates:
Local Authority Emergency planning staff given access to secure email by end 3rd Quarter 2009
Feasibility study on connecting civil contingencies partners outside the government secure networks
through local authority networks by end of 3rd Quarter 2009
Feasibility study of the use of new technologies over GCSX to enhance shared services. End of 4th
Quarter 2009
Feasibility study into the use of GCSX as a resilient communication network by the end of the 4th Quar-
ter 2009
Completed Civil Contingencies Case study to be produced by start of 2010.

Information about this and other local authority in itiatives using GCSX to improve service delivery

can be found on IDeA Community of Practice at www.c ~ ommunities.idea.gov.uk

Some key areas where GCSX can assist in the provisi  on of effective and
efficient civil contingencies:

Civil emergencies - business continuity advice/ emergency plan/ flooding / gas pipelines/ major accident hazards /
social and psychological support

Community strategy

Emergencies - air ambulance / air rescue/ cave rescue/ inshore rescue / major incident clean up/repair / medical /
medical control / mountain rescue / offshore rescue / road traffic accidents / severe weather warnings / veterinary
services / water & flood rescue / winter weather / patient transport

An introduction to NRE

The National Resilience Extranet is a browser based tool enabling efficient and secure exchange of information
during both routing planning and response to emergencies. The tool will provide ready access to centrally stored
information including templates and good practice guidance, and enable timely communication of documents. It
supports strategic collaboration between partners locally, regionally and with central government. It will also
support applications for incident management. NRE will be available over GSi accredited networks (including
GCSX) and will be available over secure internet connections.

For more information go to: http://www.cabinetoffice.gov.uk/ukresilience/news/nre_update.aspx

The Cornwall and Devon local resilliance forum have established their own regional secure website that is currently
hosted by the Devon and Cornwall Police. This will augment the NRE allowing a regional level of granularity and an
operation perspective specific to the needs of the area. They plan to move this secure site to a local authority and
access operational sensitive data over GCSX.

For further information about Government Connect contact the team at 0845 838 2945 or by email at
gc.info@dwp.gsi.gov.uk
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